A new watermarking method to protect blockchain records comprising handwritten files 
I. INTRODUCTION
Blockchain is one of the most promising recent technologies, and many authors denote pile of the use cases like the land registry, real estate, voting, recordkeeping, etc. [1] - [3] . A regular blockchain database contains records of the same type. Let us say, each record is a set of personal data of a human being. It may be that a black-white handwritten document is presented in any record. For example, it is the case when the results of a written test must be saved.
The blockchain usually stores information about a transaction and one need a way to ensure some certainty about digital files that are involved in those transactions. The simplest type of this is to use a unique content file identifier in the transaction stored in the blockchain as well as insert that same identifier in the content file. There are two possible solutions of the problem: a hash code followed each document in the record or a watermark is inserted in each document [4] - [6] . Any of the approaches have its advantages and drawbacks. Usage of a hash key increases the size of the database but the hash calculation is simple. If somebody reveals the presence of a hash, he/she will try to break the protection. Implementation of a watermark does not add any extra information in the record, but inserting a watermark into the handwritten document and its extraction takes a time. On the other hand, since the watermark is hidden there is no sense for looking at how to avoid the security.
The problem of upcoming handwriting databases has received sizable attention in recent years (for example [7] , [8] ). These databases can be employed in result comparison of new methods related to handwriting analysis. Suppose that after a routine observation, one detects the following error in the database: for some two sequential records, the hash of the first record does not match the value stored in the second record. It means that the database contains a corrupted record. The corrupted record can be revealed effortlessly by means means of regular software included in the package. The other problem is to find out which part of the documents in the record was changed. In the case of the public blockchain, the corrupted database can be compared with a clean copy, though the compare takes some resources. In the case of the private database, one has to keep a copy of the base. It means that all the advantages of implementation of the blockchain technology will be lost [9] .
In this paper, we propose a technique which involves two parts of the same record. Each of two parts of the record is leveraged as a hash of the other part. The case, where any record of the database contains a handwritten black-white document and more text information, is investigated. That text information is used as a watermark and it is inserted into the handwritten black-white document. If a watermark is not detected in the handwritten document that document was changed. If the watermark exists and does not coincide with the text information the latter was changed. We faced the problem while the results of a written examination in math must be saved. In this paper, we will illustrate the developed method by the example of written test folios of students.
Our paper is organized as follows. In Section II, we describe the problem of watermarking in handwritten papers intended for inclusion in the blockchain. We plan the idea for our algorithm in Section III. Section IV describes the algorithms for watermark inclusion and extraction for handwritten text. The problem of size selection for pieces of manuscript those picked up for watermarking is discussed in Section V. In VI we talk over the security issues in implementing our algorithm, after that we make conclusions.
II. DESCRIPTION OF THE PROBLEM
Before the exam, each student gets an individual task and he/she must present a solution on a white sheet of paper. The folio was scanned and converted into a black-white document using Otsu algorithm [10] . Two examples of pages with solutions filled in during the exam in linear algebra are presented in Fig. 1 and Fig 2. Each examination page is a part of a record, that is placed into the standard blockchain database. The second part of the record is additional text (metadata) information related to the exam: the date, the name of the student, the name of the course, the group, and the index of the task. An illegal change of the page to another page in the record or correction the additional information is considered as a possible attack to the database. It is known [2] that the last record in blockchain database is not protected until the next record is added. The direct transform of the blockchain file, although such intrusion can be revealed by the evident procedure, is also considered as a possibility.
Our idea to protect the record is as follows: watermark is taken equal to the textual information (metadata) which follows the handwritten document. We insert the watermark in the handwritten document. This way we combine both methods -watermark is inserted into the picture and additional information becomes a hash of the picture.
There are well-known techniques for placing watermark into the printed black-white text document: change spaces between words or lines, small changes of a grapheme, and others. The watermarks, based upon those properties, can be extracted since there are standard for all of the mentioned features. If one deals with a black-white handwritten document, neither of the methods can be implemented. There are also no pictures which are used for placing various types of watermark [11] . In this paper, we suggest a new type of watermarks that use special features of the container. With the given watermark in the picture, all changes of the additional information will be detected.
III. IDEA FOR WATERMARKING
The idea of the suggested watermark is as follows. Let us select from the page a horizontal chunk, having the height Step and starting from the beginning of the page. The reasons for choosing the value of will be discussed later. Regular black-white handwritten text can be thought of as a set of ones and zeros. We use 1's for designation black pixels.
Let us introduce some notations. Let the beforehand given watermark for insertion is presented as a string of bits, and let be the length of . Let ( ) be the number of 1's on the vertical line ( ) drawn inside the chunk at distance x from the left bound of the page. Let us set a correspondence between vertical lines ( ) with ( ) ≠ 0 and bits ∈ . Suppose that bit relates to the line ( ). If = 1 and ( ) is odd or = 0 and ( ) is even, then ( ) is stayed unchanged otherwise we add a black pixel (if = 0) to the line or delete such pixel ( = 1 ). As a result, the parity of the number of 1's on the line ( ) coincides with the bit corresponding to the line. If all the available vertical lines from the chunk are exhausted but the number of the bits in , that are coded by the lines, is less than , a new chunk of the same height
Step is selected from the rest of the page, and the procedure is continued.
For extraction of the watermark, one has to select the chunks from the modified page, to count modulo 2 of 1's on each vertical line that was used for coding and restore the bits of the watermark.
·

IV. ALGORITHM
In this section, we present some details related to the realization of the idea described above. In the previous section, it was mentioned that not all vertical lines are good for coding. In what follows, an exact definition of the available lines will be given.
According to the idea described in the previous section, the page is divided into the strips of the height
.
is fulfilled. The procedure modifying a vertical line for coding the current bit must not lead to the appearance of new black pixels outside of the strip under consideration. If a pixel is set outside the strip, it will be excluded while extraction of the watermark by means of the chunk of the same height, thus the watermark will be restored incorrectly. Let us set the following rules:
2) If
( ) = And ( ) < 2 /3 one adds pixel to L otherwise deletes pixel during transformation.
3) If a pixel is added to the new line
′ has no pixels outside of the current strip. When someone deletes a pixel from a line, no new pixel appears outside of the strip. The problem is to meet this condition while inserting a new pixel in the line. Later we will show the way our algorithm guarantees that property.
All the distortions of the text must be imperceptible for the reader. The symbol in the text, overlapping with the modified line, has to keep its sense. To meet these conditions, one firstly investigates whether gaps exist in the line while adding a new black pixel to the line (see Fig. 3 ). If there is a gap, one tries to place the new pixel inside of the gap with maximal length. If ( ) > 2 /3 and the line has no gaps the first black pixel is deleted. The procedure described above is realized by Algorithm 1. There is the function , = ( ) that performs all "intellectual" work. If = 1 then L is not good for the modification, otherwise, the line can be altered. If = 0 the number of ones in L is even, and if = 1 then this value is odd. is the position in L which must be changed. The function ℎ ( . ) implements required transformation of L by inserting to L or removing from L pixel at position Pos in line depending upon value Num(L). The Algorithm 2 presents all details of realization ( ). Here is supposed that the watermark can be placed into a single strip. Spreading the algorithm to the case, where a few strips are used for inserting the watermark, is evident.Extraction of the watermark is performed by Algorithm 3. Flag,Pos ←getPosition(L) { ∈ {1, 0, 1}} Let us discuss the problem of choosing the height of the strip (parameter in the algorithms). This value must be the same for pictures in all records since the coding procedure is independent of the picture. In practice, it is impossible to create pictures of the same size. The experiments show that all watermarks after bit encoding have a length no more than 1300 bits in our case, so the choice of the height must provide a possibility for placement watermark in the strips taken from one page. That is the reason, one has to evaluate the number of lines available for coding. Comparing Fig 1 and Fig. 2 , one can see that there is a substantial difference in textures of those pages. Let be the number of bits coded by means of one page. The number is leveraged as a basic parameter while choosing the height of the chunk. Of course, the result depends on the type of the text in the picture. A comparison of the values of the parameter for both the examples "Example 1" and "Example 2' is given on the Fig. 4 .
On the base of that graphs, we propose an empirical rule for choice of the height of chunk in the text. It follows from Fig. 4 that the value 40 pixels leads to equal values of D for both the examples. Our experiments show that this value provides acceptable results for all considered examples. It may be interesting to note, that this value is close to the average height of symbols in all documents. It must be mentioned that according to Fig. 4 just a few columns in the strip are good for placement of a bit of watermark (total numbers of columns in the picture equals 1763). The result of insertion watermark into the black-white picture by the described algorithms cannot be discovered via immediate observation. On the other hand, the procedure is not a very reliable one from point of view of cryptographic security. It depends on the single key -the parameter . Nevertheless, let us compare values of two autocorrelation functions for chunks before and after inserting a watermark. That is the first step when somebody is trying to reveal the presence of the watermark. The function is autocorrelation function of the array containing the parity of numbers of black pixels in vertical lines from the chunk. While calculation, all the columns with non-zero numbers of pixels are considered whereas the watermark was inserted only into available vertical lines. The phrase in Russian (Fig. 5 ) was converted into a bit sequence after 8 encoding and was leveraged as a watermark. The length of the bit sequence equals 909. The correlation function before inserting water-mark is presented in Fig. 6 . There is a natural maximum of ACorr at 0 that is 6661 ( the values of ACorr are not normalized). But it is interesting to observe the values ACorr for arguments from the interval [1, 5] . Those are 273, 15, 7, 40, 61. The value ACorr [1] exceeds the values ACorr[x], x > 1. This phenomenon re-flects the situation where the adjacent vertical lines from chunk coincide if the width of the curves takes more than one pixel. In Fig. 7 , differences of the autocorrelation functions before and after insertion of the watermark for various values of Step are presented. It is easy to see that all the differences have a random form, so investigation of autocorrelation functions cannot indicate the presence of the watermark in the picture.
Algorithm 2. Function getPorition(L)
1
− −
VII. CONCLUSION
This paper introduces a method to protect records containing black-white images and text information in the database. One transforms the text information into a bit string, which is placed in the image as a watermark. The results of the insertion are invisible by a person. The appropriate algorithm uses only simple operations. Interposed watermark is secure against attacks that are based on statistical analysis. The method can apply for protection blockchain databases
